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Abstract: The collaboration between different supervisors and different applications assumes the implantation of a distributed architecture. In this paper we show how multi-agent systems (MAS) can be used to play this distributed role, and how they can “supervise the supervision”: indeed we drive smart processes. After identifying the types of behaviour required for each agent, we have imagined their language, based on the transmission of a script. The multi-agent system is composed of three kinds of agents: the client-agent, the coordinator agent and the executor agent. The client-agent collects scripts from applications, and sends them to a coordinator-agent. The coordinator-agent manages the execution of these scripts, collaborating with the executor agents (to communicate they use a non-blocking protocol, namely the 3PC). Finally these executor-agents are entrusted with the execution of the different requests in the script, according to the availability of the driven smart processes that they are responsible for. With a distributed approach, we expect to ensure the reliability, fault tolerance, robustness, flexibility, and scalability of our generic control/command system (GCC). 
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1. INTRODUCTION

Complex systems, most often information or knowledge-based systems, are inherently distributed. Why ? Simply because the only way to complete a huge job is to share it out ! All large-scale transaction processes that claim to be reliable, flexible and scalable use this technology. (Jalote, 1994). 

There are essentially two approaches. In the first approach, you distribute the tasks, but the decision process remains centralised, and located on the level of the supervising processors. That implies a lot of time lost in communication, and a powerful central decision engine... but you cannot keep the system from becoming slower when the number driven processes grows up.

In the second approach, you decide to benefit from the intelligence of each driven process, and the central supervision engine just has to: 

· make the decisions that require a global view on the system

· make sure that the system remains safe (for itself but also for users) and fully running.

In this case the communication is a lot lighter, and you do not need huge calculators...

This latter approach is issued from Distributed Artificial Intelligence (DAI), and it can be easily applied using Multi-Agent System (MAS) concepts. That is the way we have followed for our Generic Control / Command system (GCC).

The supervision system we present here is quite different from the known ones, since it was designed starting from three original main ideas:

· scalability : it can drive a number (almost) unlimited of devices ;

· genericity : it can apply easily to any kind of application ;

· and management of intelligent processes on several levels : the driven processes can make local decisions, the supervisor processes make the global ones. In other words, if we consider that in driven devices we find a basic supervision process, we can say we supervise the supervision !
The best way to resolve “multi-intelligence management” was to consider each “thinking” element as autonomous: then we could model the communication between all the elements that were supposed to work together, expecting that each one would achieve its own mission. We found this model in multi-agent systems, particularly in the “communicating agents” field: the qualities of such a design were widely proved, as in the work of Perebaskine (Perebaskine, 1992) for a mobile robot. 

The “scalability” is almost a consequence of MAS modelling, since in such a system can “live” as many agents as we want.

And the “genericity” is obtained by offering to the user an easy description method for new devices, keeping our MAS exactly the same.

Section 2 describes the architecture of our multi-agent supervision system. In section 3, we introduce the language that is spoken in the world of GCC agents... And finally, in section 4, we disclose the supervision process, presenting the protocol we use for the dialogue between coordinators and executors. 


2. ARCHITECTURE OF OUR MULTI-AGENTS SUPERVISION SYSTEM 

Concretely our supervision system must enable various applications running on Personal Computers to access transparently various driven devices/ processes anywhere on the network, managing : 

· allowances : any user can’t access any device / process 

· conflicts : in case two supervisors would want to access the same device / process

· and faults : the system must recover a stable and secure state in any situation.

In the context of ERIS Automation’s developments, the distributed control / command software module is called GCC (Generic Control Command), and it runs in a global supervision kernel : YULE 32. This kernel can receive a lot of components, among them a necessary Generic object Data Base (GDB) which gives a real-time description of all the devices, and a Generic Security Agent (GSA) that checks user-identities and access-rights.

As shown on Figure 1, we have defined three kinds of agents along the supervision chain :

The GCC client agent tends to satisfy the client application it is interfaced with : it acts as an intermediary between the coordinator that it chooses on the network, and the client application.

The GCC coordinator agent receives the client’s order, checks it, and dispatches the tasks among the executor-agents. It is also responsible for backup management in case of failure : in fact it is the kernel of the control / command process.

The GCC executor agent is the intermediary between the “local intelligence” of the driven processes and the “global intelligence” of the co-ordinators. It deals with the real-time image of the driven processes in the database, and checks that the decisions of the co-ordinator are compatible with the description and the state of these processes.

Other kinds of agents exist in our system, which are not specific for the control/command but are absolutely necessary :

A database agent (GDB) which offers a reliable recording of backup information, and above all a real-time representation of the driven processes

A security agent (GSA) that checks identities and allowances using standard Access Control List (ACL) and Mandatory Access Control (MAC).

Please note that the driven processes are NOT agents in our representation: their image or “proxy-agent” appears as an information collected and updated by the database agent GDB.


[image: image1.wmf]Coordination

Interface

(client)

CLIENT

AGENT

1

COORDINATOR

AGENT

  Coordination Interface

(server)

Execution

Interface

(server)

EXECUTOR

AGENT 1

Execution

Interface

(server)

EXECUTOR

AGENT 3

Execution Interface

(server)

EXECUTOR

AGENT 2

Coordination

Interface

(client)

CLIENT

AGENT

2

Execution Interface

(client)

ODBC

Interface

(server)

DATABASE

AGENT

ODBC

Interface

(client)

Security

Interface

(client)

Security

Interface

(server)

SECURITY

AGENT


Fig.1. GCC as a Multi-Agents System

3. THE SCRIPT LANGUAGE

3.1 Communicating agents

We assume that our agents match all properties of communicating agents (Ferber, 1997): they are quite autonomous, they are able to communicate directly with other agents, they often have a partial representation of their environment, and they offer services to other agents. 

Precisely, we can analyze any action of any agent as an act of language, as shown by Searle (Searle, 1969), considering this single principle: “saying is doing”. Each message is associated to an action, and managed as any other kind of action. Then it is easy to match messages with their consequences: that is to say you just need to be able to communicate with an agent to access its services. Exactly as you would ask your baker for a piece of bread - knowing nothing about the way of making bread - , you can ask any agent for any service knowing no more than its language ! 

3.2 The script language

In our case very applied to supervision, the “vocabulary” of the three GCC agents is quite limited. From the user’s application process to the driven instrument the unity of language is the “script”. A script is a set of sequences, each sequence being a set of commands (or “requests”) that must be executed simultaneously. 

An example of script is given on Figure 2. 

/* Beginning of sequence 1 */

{ motor1.go (dir=clockwise, speed= 1500 RPM); 

  cooler1.start ( ); }

/* End of sequence 1 */

/* Beginning of sequence 2 */

{ pump.start (position = 2) ; }

/* End of sequence 2 */

Fig.2: Example of script

3.3 Reusability

Thus the role of a client-agent is simply to collect scripts from user-applications, and send them to a coordinator that it chooses among the running ones on the network. Then the coordinator analyses the script and dispatches it among the concerned executors.

Consequently we have brought out two communication interfaces that our GCC agents need to communicate: a coordination interface between clients and coordinators and an execution interface between coordinators and executors. Describing GCC as a multi-agent system highlights interesting properties, in particular easy software re-using. Actually if you want to access any software module that was designed with MAS architecture, you just need to know its communication interface...

3.4 Genericity

We say our realisation is generic, and can apply to any kind of supervised process. This implies that the syntax of a script is independent from the application. Only the vocabulary is different, and it is precised in the description of each driven process. In this description we find also all the possible states of the device, its modes (running mode, operating mode) and the possible decisions in each state ; we found the idea in the work of Bouras (Bouras, 1997) and Bouras and Staroswiecki (Bouras and Staroswiecki, 1996).

Some “plug-ins” can be inserted in the co-ordinator structure, such as compilers or decision engines.

4. THE SUPERVISION PROCESS

4.1 Tools used to develop our software

The communication interfaces between servers and clients processes are implemented using an ERIS Automation specific library, built on the basis of Remote Procedure Call (RPC) and the Interface Description Language (IDL). All accesses to databases go through standard ODBC library (using SQL requests), in order to ensure that the software can be easily interfaced with any current enterprise product. And finally we wrote the compilers using GNU’s Flex and BYacc tools.
Our GCC Execution agent interfaces GDB with GCC Distributed Control / Command Server: so it is logically implemented as a GDB service Plug-In. However, we have chosen to develop GCC Server and Client parts totally independently from GDB, in order to allow their reusability for totally different applications.
GCC Client agent offers a very clear and simple set of functions, which allows the fast development of any application that requires distributed control / command. 

4.2  Client–Coordinator communication

An application initiates a script by sending a string containing this script to the coordinator (through coordination interface). Then begins the user’s script compilation: the coordinator isolates the different tokens (words), and checks the syntax. We distinguish the sequences between { } containing requests separated by semi-colons : 

{(executor.)device.command (parameters); }

and the reserved parts between [ ] including optional additional information, for example: 

[ CreateGroup group_name = (device1, ...); ]

When checked and translated, the script is stored into a memory structure, ready to be transmitted to executors.

Then the application can request to have the script executed, cancelled, resumed, destroyed ... Of course all these operations are gradually validated by the coordinator. We cannot totally detail here the specificity of our software. Just be aware that we use RPC connection-points and asynchronous threads, which makes GCC a really powerful system.

4.3 Coordinator–Executor communication

Coordinator ( Executors communication is quite a tricky point, since any deadlock at this stage can be lethal to GCC reliability. For this reason, we have adopted a fault tolerant transactional protocol which is commonly used in distributed applications (particularly for databases), and that is known for its wide reliability: this protocol is 3PC or Three Phases Commitment (Skeen, 1981). As you can guess, the protocol occurs through three stages (represented on figure 3): 

· Phase1: When a client requests the execution of a script, the coordinator enters 3PC-Phase 1 by sending the requests of the first sequence (i.e. the first transaction) to all running executors of the network, and wait for their responses. We say that the coordinator sends a “prepare” message to the participants (executors), proposing them the requests. Then these executors check that :

· the driven process is not being used by another client

· the request is possible according to the state of the process

· the client is allowed to access this process.

Then the executors send back their votes (telling if they can handle the requests or not), such as the coordinator can decide to go on or to abort the transaction. 

· 
Phase 2: If the transaction goes on, the coordinator sends a message “pre-validate” to the participants (i.e. to the elected executors), ordering them to lock the resources involved; the participants give back an “ack”. 
· Phase 3: During the last phase the coordinator finally validates the transaction, which means for the participants that they can execute the request(s). 

Then 3PC protocol is repeated for each sequence (transaction) of the script.
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Fig. 3: Dialogue between a coordinator and an executor (3PC protocol)

4.5 Reliability 

One of the main reasons why we opted for developing a distributed control/command module is its reliable behaviour in case of system fault. Let’s see what happens when one of the three links in the chain fails during a critical stage (we just quote here the most interesting points).

If a client fails while a script is being executed for itself, the coordinator properly ends the script according to the directives it has been given: either it terminates the whole script, or it just terminates the current sequence (i.e. the current 3PC transaction). Then it destroys the script since the client has not stored it.
If a coordinator fails while a script is created but not terminated yet (i.e. waiting for execution order from client, inside a 3PC transaction for execution, etc.) the case is more complex. The client must elect a back-up coordinator among the running ones. This new coordinator will find in the distributed database all needed information to resume the scripts handled by the failed server (i.e. scripts structures including sequences, requests, 3PC current phase, etc.). Meanwhile, the executors interrupted the sequence as they must do in 3PC protocol: they cancelled the last transaction (sequence) by restoring the state that the devices were at the beginning of this transaction (in particular they unlocked involved processes). The show can go on ...

At last, if an executor fails during the execution of a sequence, 3PC is interrupted as described above, and the coordinator notifies the client that the script is suspended. It can be resumed when the failed executor recovers.

5. CONCLUSION

How can be supervised the supervision? Simply using the intelligence of each element in the control / command chain! In our MAS, like in anyone, each agent has a role, has some competence, some resources. It can offer them to the other agents, by the way of speaking, and our MAS lives like a little world! This description seems a bit mad, but indeed all the power of our system is contained in this concept... Tests applied on supervision of moving stage sets in theaters (Flix, 1999) proved that our generic supervisory system satisfies all the technical specifications: it ensures efficiency, security, rapidity, flexibility, scalability, reliability and fault tolerance...
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